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Secure Access Service Edge (SASE)
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SASE drivers
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Hybrid Workforce Cloud Adoption Distributed Branch
Network
62% of employees want 92% of all enterprises By 2024, more than
to work in a remote or are now adopting a 60% of SD-WAN customers
hybrid manner multi-cloud strategy will have implemented

a SASE architecture

2021 SASE Trends Survey, ESG 2021 State of the Cloud Report, Flexera 2020 Gartner Magic Quadrant
for WAN Edge Infrastructure




THE FORRESTER NEW WAVE™

Zero Trust Network Access

Forrester New Wave™: Zero Trust Network Access, Q3 2021

Q3 2021
e Ranked a LEADER in Zero Trust Network
Access, Q3 2021 Challengers Contenders mi’.;?rﬂ Leaders
Stronger
current
° ° . . . offeri
e highest possible scores in 7 criteria =
“Palo Alto Networks’ reference customers endorse the
vendor’s high-level value prop: viability, strategy, and
engineering.”
--The Forrester New Wave™: Zero Trust Network Access, Q3 2021
// I Weaker
current
offering
Weaker strategy B Stronger strategy
Market presence*

The Forrester New Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are trademarks of Forrester Research, Inc. The Forrester
New Wave™ is a graphical representation of Forrester's call on a market. Forrester does not endorse any vendor, product, or service depicted in the Forrester
New Wave™. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.



Existing WAN Solutions Come With Compromises

e EXxpensive
e Low bandwidth

e Slow to provision

e No scalability

Existing Solutions

Mobile
Users

"g”

VPN

Public Cloud /
() Saas / Internet

Data Center MPLS/IPsec

(Private Cloud)




Our Approach: Prisma Access

e Global Secure Access

e Connects all users, devices,
sites

e Protects all traffic

Our Approach

All remote access VPN traffic goes through
Prisma Access in the cloud

Mobile Users

Branch / Retail

Public Cloud / ' -

SaaS / Internet

Data Center
(Private Cloud)
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Prisma Access & Prisma SD-WAN

e Incorporates Next Gen SD-WAN

e Direct secure branch to branch,
connectivity

e Consistent policy enforcement
across

Our Approach

Consistent security across branch, retail,
mobile, data center, cloud

Mobile Users

Public Cloud / ' -

SaaS / Internet
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Data Center
(Private Cloud)
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Secure Access Service Edge (SASE) Vision

Branch Retail

Mobile

Partners

Kiosks

Edge-Point Security and
Networking

Cloud-Delivered Security and
Networking

Best-of-breed security and networking
Consistent policy and data model that augments functions
ML-Based autonomous operations
Cloud-Platform for full suite of IT services
RBAC-enabled workflow approach to management

Internet

Datacenter

Saas

Public Cloud

For Saas, Cloud and
Data Centers

4% paloalto




Global Cloud Scale Security

@ Global, private, high-
performance network
as a service

SAAS latency SLAs

QNG
o

Best-in-class, user 2o
experience =l =

@ Connect to other cloud
workloads




Prisma Access - A Truly Cloud Native SASE
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Globally Distributed Firewall Architecture Single-Pass Architecture Inspect All Traffic
>109 locations, 76 countries Software-based, Hardware- SLA-Backed Efficient Security Inline Decryption and
neutral Scanning Inspection at Scale

P

VN

Customer Isolation Multi-tenant Management Cloud Scale
Single-tenant data plane Orchestration, Automation Scale Out and Back as
and Operations Needed
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Key Components of the Architecture

Prisma Saa$sS
3rd Party Vendors ’ 1 Office 365
BYOD g H D '-<k GitHub ice
= Prisma Access % e &9
Unmanaged Endpoints 7T Sanctioned
Internet
G Suite
Tolerated
File Dropper

Remote Networks
Untolerated

Service Connection
Physical Data Center

Service Connection
Cloud laaS/VPC

Headquarters
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Flexible Management Options

{» PANORAMA (o]

Status  Monitor | Network Details
o &
Service Connections Cortex Data Lake
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Remote Networks Mobile Users I ¢ '
Status @ Enoe Status @ OK . '
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Oeployment Status - ) Success (details) Deployment Status Q) Success Ry e r T T

NGFW and Prisma Access
with Panorama Plug-In

rs Setup

to Prisma A this inchides choosing the P
tructure GlobalProtect App  Clentless VPN

Prisma Access Locations

North Ameriea Eops Japan

@ Middie East e
Asin

(O mopbox!

User Authentications

Authenticate user from Authentication Method Authentication Profle

New customers enjoy full cloud-based
Management Experience




Complete SASE Solution =

SaasS Public Cloud HQ/Data Center

ADEM () cAsB/DLP

Interconnect IOT protection

@ Most complete SASE
portfolio on the market

FWaas Threat prevention

(») Native Integration of all

components Prisma SASE ZTNA URL & DNS Security

@ Flexibility to add use Cloud SWG Wildfire Sandboxing
cases and

functionalities

SD-WAN aaS QoS & Visibility

* 20

Branch/Retail Home Mobile
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Next-Gen CASB

@ Best in Class Visibility
Uncovers SAAS App usage,
shared data, enforces policies

@ Consolidated in one platform
from one leading vendor

@ Best in Class Visibility
Uncovers App usage, shared
data, enforces policies

100s of

U/b Sanctioned

salesforce

a3 slack 1] office 365\

1000s of

Tolerated
L e

10s of

Risky

r’szpvshare

Prezi

% Next-Gen CASB * Inine @ o pLp

Prisma
Access

Next Gen
Firewall

Virtual
Firewall

Remote Users

HQ & Data Center

Branch Offices
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ADEM - Full Visibility into App Performance

Aws ] Office 365
42—
> salesforce

p”sma B Microsoft Azure
Access

WiFi Router ISP

HQ/Datacenter
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Prisma Access Packaging Overview

Connected I\_/Ibps ) Both
GlobalProtect User Remote Site connection Connected Users
and Mbps

O

% <o
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Remote Site connection

Lem

= §
Business Business Premium ZTNA Enterprise
Internet Security Advanced I.nternet Zero Trust_ Network Access Advanced I'ntemet
Security (- Mobile User Only -) Security
Edition and
Private App Access

Five All
Prisma Access Prisma Access
locations locations

o Cf)o Og (f“é

¢

—— a O
58 Interconnect Additional Service
D s D Connections loT CAsSB
. Enforce data User to branch Private App loT Device User Experience Discover, Control
Optional Add-Ons security policies and branch to Access Profiling and Monitoring and and Secure
branch access Security Management Apps in use

4% paloalto



NNNNNNNN




